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Strategies for Risk-Based Monitoring and 
Compliance
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Defining a high risk customer

“Not all customers pose the 
same risk, and not all customers 
of a particular type are 
automatically higher risk. ” 
FFIEC manual



Defining a high risk customer

• Industry type, transaction 
behavior, geography, ownership 
structure can all contribute to 
what might be considered a high-
risk customer

• Could be different from bank-to-
bank, customer-to-customer

• The Bank’s risk assessment 
should define what is considered 
a high-risk customer



Common high-risk customer types
• Money service businesses

• Marijuana (cannabis) related businesses

• Crypto-currencies

• Independent ATM owners or operators

• Non-resident aliens 

• Politically exposed persons

• Fintechs

• Professional service providers

• Cash intensive businesses



Strategic decisions for high risk customers

Know beforehand when a new customer type will be onboarded

Understand and train for the unique customer type

Consider additional resources that may be needed to monitor (personnel or 
monitoring software)

Evaluate the geographic location of the Bank and its customers.



Onboarding Due Diligence

Enhanced 
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Additional license 
requirements
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Request prior bank 
statements

Request prior bank 
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Negative news 
searches

Negative news 
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Understand 
complex business 

structures

Understand 
complex business 

structures
Site visitsSite visits Interdepartmental 

collaboration
Interdepartmental 
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Ongoing Due Diligence

Determine frequency of review

Define information that will be reviewed

Evaluating appropriateness of risk rating

Ensure audit trail is evident





Resources for performing reviews

AML SOFTWARE NEWS SOURCES, SUCH AS 
LEXISNEXIS, FACTUALDATA, 

AND GOOGLE

AI COMPONENTS INTERNAL REFERRALS



Internal controls and oversight

• Policies and procedures
• Clear methodology of risk 

rating
• Reporting information to the 

Board and/or appropriate 
committees

• Escalating anomalies and red 
flags 



Questions?



Melba Moody

(800)477-7458

melba.moody@saltmarshadvisors.com

Manager, Financial Institutions

https://www.linkedin.com/in/melba-moody/

Contact



Saltmarsh is the brand name under which Saltmarsh CPAs, Inc. and Saltmarsh, Cleaveland & Gund provide professional services. Saltmarsh CPAs, Inc. and Saltmarsh, 
Cleaveland & Gund practice as an alternative practice structure in accordance with the AICPA Code of Professional Conduct and applicable law, regulations and 

professional standards. Saltmarsh CPAs, Inc. is a licensed independent CPA firm that provides attest services to its clients. Saltmarsh, Cleaveland & Gund and its 
subsidiary entities, which are not licensed CPA firms, provide tax, advisory, and other non-attest services to its clients. The entities falling under the Saltmarsh brand are 

independently owned and are not liable for the services provided by any other entity providing the services under the Saltmarsh brand. Our use of the terms "our firm" 
and "we" and "us" and terms of similar import, denote the alternative practice structure conducted by Saltmarsh CPAs, Inc. and Saltmarsh, Cleaveland & Gund.
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