
Michael J. Burke, Senior Financial Crimes Consultant

uʌẏɾ ¸ɐʌ ¦ʔɾʌ >ʳǩǸɶṞ uʌẏɾ ñɐǪȡǍȺ

39 th Annual FBA Consumer 
Compliance Conference



s h a z a m . n e t



Disclaimer

This presentation and the information contained herein are 

classified as confidential and shall not be divulged, copied or 

distributed without the express prior written consent of SHAZAM.

This presentation is based on industry and financial information 

available at the time of its creation; this information may be  

subject to change at any time.
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What 
ʭǸẏȺȺ 
learn 
today .

Agenda
Social Engineering

  Customers/Clients
  Ṝ æțǍǍñṩ!u
  Ṝ >ɶʳɳʌɐ uɅʬǸɾʌɃǸɅʌ
  Staff

 Checks
 Where Do We Go From Here!
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¬Ǹʌẏɾ ñǸʌ ÿțǸ ñʌǍȓǸ
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¬Ǹʌẏɾ ñǸʌ ÿțǸ ñʌǍȓǸ



Social Engineering
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Urgency

Unexpected

Unnerving

Under No Circumstance

SOCIAL ENGINEERING Ṿ Red Flags

8



Client Social Engineering



Phishing
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Phishing

oBiggest increase is impersonation of 
financial institutions .
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From: Security@ABCbank.com
To: ABC Client
Subject: URGENT Ṿ Suspicious Account Activity

Dear Customer

Our Security Team has suspended your account due to suspicious activity. Numerous attempts 
have been made to access your account from outside the country.

You need to immediately re -confirm your access details. Visit link below.

https://abcbank.com/bank/securityaccess

If you do not do this, your account will be permanently closed.
Sincerely
Security Director  - ABCBank
888 -123-4567

 
 

URGENCY

IMPERSONAL

SCARE TACTIC

URGENCY

MOUSE  HOVER SHOWS BOGUS LINK http://674.887.21/bit.ftg

MOUSE  HOVER SHOWS BOGUS LINK http://674.887.21/bit.ftg

????????
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Spear Phishing

oTargeted form of Phishing

oOften contains client PII 
information

oWhat are we doing to:

Promote Trust!
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URGENCY

UNEXPECTED

UNNERVING



Smishing
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Smishing Red Flags

o Random Number

o Did they enter a sweepstakes

o¬ȡɅȶ ȡɾɅẏʌ ǍɾɾɐǪȡǍʌǸǱ ʭȡʌț ȓȡȒʌ ǪǍɶǱ ǪɐɃɳǍɅʳ

o Notification for this amount by a text?
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888-456-7890

Your entry into the 
Sweepstakes has 
WON!
Go to:
http://mjbst.biz/2/!str
And enter your 
ǿƛƴƴƛƴƎ ŎƻŘŜ άмнопέ 
to claim your $1,000 
Amazon gift card.

http://mjbst.biz/2/!str
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Smishing: Financial Institution Impersonation
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URGENT! 

Your Bank needs to 
verify your info. 
Please login to your 
account below to 
verify your identity. 
Your account will be 
ŎƭƻǎŜŘ ƛŦ ¦ ŘƻƴΩǘ ƛƴ 
24 hours.
BankatMI.com/t12

Dear Customer

There has been an 
unauthorized login 
to your bank 
account. Please click 
here to secure your 
account now

URGENCY

UNEXPECTED

UNNERVING
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Smishing: Toll Text Scam
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United Kingdom

Urgency
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Final Notice
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Smishing Ṿ Work -from -Home Scam
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Sophia or Jennifer?

$200 to $3000 per day?

WhatsApp or Telegram?

Tina?

BambooHR?
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Google Search Ṿ Work -from -Home Scam 

20



Vishing
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Vishing: Financial Institution Impersonation

22

Victim

Female Posing as FI 
Fraud

 Has some transactions
 Bogus  transaction

Calls FI as Client
 >ǍɶǱ ẌEǍɃǍȓǸǱẍ
 Wants new cardUNDER NO CIRCUMSTANCE
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Trending Social Engineering Attack Vectors
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Social Media Examples
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Investment Scams

oRomance : Crypto Investment 
Opportunity

oUnexpected : Vishing, Smishing 
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Romance / Investment Scam

Very Dangerous
 Ṝ¦ɐʳṩ¬ɐʬǸ
 Ṝ=ȡȓ ¬ɐɾɾǸɾ

Photo search on internet:
 https://images.google.com/
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https://images.google.com/
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CASE STUDY

o Timeline
o 9:52am Ṿ CEO Email 

9:55am Ṿ Telephonic 
Contact (17 minutes)

o Romance (Facebook) 
o 3-month relationship
o Dr. Scott Tucker 
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CASE STUDY

o Wanted to wire $12,000

o Reverse Image Look up

o Loss to this point 
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$150,000
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Red Flags

o Unsolicited Investment Tips

o Endorsement from Well -known 
Investors

o Pressure to Act Quickly

o Promises of Guaranteed Price 
Increases
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URL Look -Up

owww.Whois.com

owww.virustotal.com
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http://www.whois.com/
http://www.whois.com/
http://www.virustotal.com/
http://www.virustotal.com/


Staff Social Engineering



Out -of -Office Responses 
& Social Media 
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Out -of -Office Email Response Example #1

33

Thank you for your email. 

uẏȺȺ ǩǸ ǍʭǍʳ Ǎʌ ʌțǸ ¶ǍɶɶȡɐʌʌṞ ¬ǍȶǸ ¶ǍɶʳṞ fȺɐɶȡǱǍ ǍʌʌǸɅǱȡɅȓ Ǎ 
conference from March 10 -12, 2026. 
I will only be available on my personal cell 515 -555-1212. If 
your matter is urgent, please contact my assistant (Name) 
at (Email address). I will respond to your email as soon as 
possible upon my return.
Best regards,
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Out -of -Office Email Response Example #2

34

Thank you for your email. 

I am currently out of the office and will not return until 
(Date). During this time, I will have limited access to my 
email. If your matter is urgent, please contact my assistant 
(Name) at (Email). I will respond to your email as soon as 
possible upon my return.
Best regards,
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Out -of -Office Email Response Example #3

35

Thank you for your email. 

I am currently out of the office and will return on (Date). 
During this period, I will have limited access to email.
For urgent matters, please contact our support team 
at support@yourcompany.com or call (General Phone 
Number).
Best regards,
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Social Media Ṿ Out -of -Office

36

Out of Office Notice

Taking some well -deserved vacation time to relax and 
ɶǸǪțǍɶȓǸṠ uẏȺȺ ǩǸ ǍʭǍʳ Ȓɐɶ Ǎ ʭǸǸȶṞ ȓǸʌʌȡɅȓ ɶǸȒɶǸɾțǸǱ ǍɅǱ 
ready to reconnect! #relax #vacation

uẏɃ ɐɅ ʬǍǪǍʌȡɐɅṠṠ



Proprietary & Confidential. © 2026 SHAZAM, Inc. Information is of general applicability and current as of date of presentatio n. 

Social Media Ṿ Out -of -Office & Posts
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Meet our new guy that 
started yesterday, he has no 
idea about our security 
protocol so act quick and you 
may be able to exploit our 
business
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Vender / Client BEC/EAC

38

New Signer on Account

ACH / Routing Change

Client

Vendor



Proprietary & Confidential. © 2026 SHAZAM, Inc. Information is of general applicability and current as of date of presentatio n. 

New Retail Account Openings
oRed Flags :

ÅMinimum Amount

ÅRequest instant issue debit card 
(If not, they will play the long 
game)

Å¶ʔȺǸ ẌEɶɐɳẍ !ǪǪɐʔɅʌ

ÅCHECK EMPLOYMENT
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New Business Accounts
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New Business Account Openings
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aƛƪŜΩǎ /ƻƴǎǘǊǳŎǘƛƻƴ

aƛƪŜΩǎ /ƻƴǎǘǊǳŎǘƛƻƴ [[/ 



Checks
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U.S. Treasury Check
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Publishers Clearing House 


