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Michael J. Burke, Senior Financial Crimes Consultant







Disclaimer

This presentation and the information contained herein are
classified as confidential and shall not be divulged, copied or

distributed without the express prior written consent of SHAZAM.

This presentation Is based on industry and financial information
available at the time of its creation; this information may be

subject to change at any time.
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Agenda

Social Engineering
= Customers/Clients

R &t AAAsS! u
R >c&" nae UuUAWNraAB
» Staff
Checks

Where Do We Go From Here!

EASHAZAM
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EASHAZAM



Senior Financial Crimes Consultant
SHAZAM Network - ITS, Inc. - Buena Vista University
Fort Myers, Florida, United States

500+ connections

EASHAZAM
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Social Engineering

A

EASHAZAM



SOCIAL ENGINEERING VRed Flags

Urgency

Unexpected

Unnerving

Under No Circumstance

EASHAZAM

Proprietary & Confidential. © 2026 SHAZAM, Inc. Information is of general applicability and current as of date of presentatio



Client Soclal Engineering

A

EASHAZAM



Phishing

A

EASHAZAM



Phishing

0 Biggest increase Is impersonation of
financial institutions

EASHAZAM
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From: Seeurity@ABCH
To: ABC Clientt

Dear Customere:

Oun Securnity: Teamhas suspendedyouraccountcduerto suspicious=activity.=Numerous'attempts us attempts
have-beenmade_to accesscyouraccount from:outsidesthescountny: country.

http://674.887.21/bit.ftg

You need:to immediatelyire v re-confirmyouraccess:details.-Visitlink below. el ow. URGENCY

https#/abc¢hankicemibank/se¢urityaccessicces MOUSE HOVER SHOWS BOGUS LINK http://674.887.21/bit ftg
Ifymudﬁmatodojthistwy@mca@coamiommbe\/p)éertm[::n@mﬂyasmm.y closed, m
Sincerelyy

- ABCBanki«

Security\Director ¢
888:-123-4567/

EASHAZAM
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Spear Phishing

URGENCY

o Targeted form of Phishing

o Often contains client Pl
Information

o What are we doing to:

Promote Trust!

UNNERVINGG

EASHAZAM

The Department of Justice (DOJ) and the Federal Bureau of Investigation (FBI) are
INveshigating your case in relation 10 the hackers who are nvoived and are located In dfferent
m(&mmmmmo)mw«nwum 2024, the hackers attempled 10 access
oney laundenng and using your one checking account
' DhiIC videos which is llegal. One of the IP
aiready been identified. The IP aodress
2 BBt a bank empioyee IS nvolved. Please dont
on. This could complicate the investigation
U p : 205 with the FBI has credted $6,000 00 to your
&wwmmm“mmmmnmwowt The funds must be
stopped In fictiious wallel, which Microsoft INC will give you. You should not disclose any
information 10 anyone while the case is stll open because doing SO could be viewed as a
cnminal offense

We ask that you handie this case with extreme discretion
We sincerely value your patience and support
Mark Mathew s our cooranator, +1 360 809 7341

Thank you,

Chris Cooper

FB1 Fraud Department
1000 Custer Hollow Road,
Clarksburg , WV 26306

Proprietary & Confidential. © 2026 SHAZAM, Inc. Information is of general applicability and current as of date of presentatio n. 13



Smishing

A

EASHAZAM



Smishing Red Flags

a

)

0 Random Number

I 888-456-7890 I

Your entry into the
| Sweepstakes has

o Did they enter a sweepstakes =

oAt dr Ay A

ArreOdArNDZ =dn|

WON!

Go to:

http://mjbst.biz/2/!str

Kn@rﬂév’\your@ A CE

GAYYAYI O2
| you} $1,00b

o Notification for this amount by a text? _

EASHAZAM

Amazon giftard.

Proprietary & Confidential. © 2026 SHAZAM, Inc. Information is of general applicability and current as of date of presentatio
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http://mjbst.biz/2/!str

Smishing: Financial Institution Impersonation

-/ €]
'

EASHAZAM

URGENT!

Your Bank needs to
verify your info.
Please login to your

account bglo
verify youf idet
Your acc i

Of 2aSR AT
24 hours.
BankatMI.com/t12

R2Yy Qi

NG

Proprietary & Confidential. © 2026 SHAZAM, Inc. Information is

Dear Customer

There has been an
unauthorized login
to your bank
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| applicability and curren
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Smishing: Toll Text Scam

EASHAZAM

+44 7478 190495

E-ZPass final reminder:

You have an outstanding
toll.Your toll account balance is
outstanding. If you fail to pay by
March 21, 2025. you will face
penalties or legal action.

Now Payment:

http://e-zpass.com-
emzwsefybawiji.xin/us

(Please reply Y, then exit the
SMS and open it again to
activate the link, or copy the link
to your Safari browser and open
it)

Please settie ;'our toll
immediately aft ;rrcading thic
message to zvoid penalties for
delaying the payment.

Thank you for your cooperation.

United Kingdom

Urgency

Proprietary & Confidential. © 2026 SHAZAM, Inc. Information is of general applicability and current as of date of presentatio



Final Notice

EASHAZAM

Final Warning Notice

Toll Enforcement Systems, LLC, is a debt collection agency; our records show that you falled to pay for toll transactions previ-
ously billed. Note: the total due listed below may include transactions associated with additional vehicles which were registered
to you.

DESCRPTION ACCT # DUE DATE TOLL DUE TOTAL AMOUNT OUE
Unpaid Toll/ Violations J-3467219 2 weeks from $7.00 $50.00
date of receipt
$57.00

mu-mmmmw»mummuumuwmummmmou

Uniform Traffic Citation and may resuit in further collection actions as allowed by law, including:
* immobilization of your motor vehicie

+ Denial of the renewal of your vehicie registration

« Suspansion of your drivers license

* Additional fees up to $500.00

* Legal Proceedings which may resuit in attachment of your non-exempt wages

To avoid additional enforcement actions, payment in full must be made prior to the due date ksted above.

For your convenience, the folowing payment oplions are available:

® Cashiers Check or Money Order by U.S. Mail: To ensure the proper credit is applied to your account, please retum the
bottom portion of this letier with your cashiers check or money order in the envelope provided. Please make sure your check
or money order is payabie to “Toll Enforcement”. DO NOT MAIL CASH

¢ Visa and MasterCard Online: Not Available for Collection Accounts

® Yisa and MasterCard by Phone: Not Avallable for Collection Accounts . SATva

This communication Is from a debt collection agency. This is an attempt to collect a debt and any information obtained will be
used for that purpose. If you dispute the validity of this debt or any portion thereof, you must notify this office, in writing within 30
days of receiving this notice. Otherwise we will assume the debt is vaiid and will pursue all means avaliable for its collection.

‘ THiS; IS YOUR RETURN ENVELOPE ‘ A 1. DETACH ALONG THIS PERFORAT!ON A

A AMMMICTEMAMNM O MDD 20 TN QAL

Proprietary & Confidential. © 2026 SHAZAM, Inc. Information is of general applicability and current as of date of presentatio

TOLL ENFORCEMENT. LLC Toll Violation

8369 NW 66 St

43214 OFFICE HOURS: 8:00 AM- 4:30 PM Monday - Friday

Miami Miami Office Tallehassee Office
fL33108 Telephone 786-505-2567 Telsphone 850-329-0816
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Smishing VWork

mcknight96.jennifer@outlook.com

iri Found a Contact

IMessage
Today 6:58 AM

i oesafrom the HR team at
BambooHR' We Yo=oe0es
Ir great pgteNtial for career

advancement and would like to
introduce you to a remote, high-
paying job!

This is an easy, work-from-home
job that requires a small time

aining. Compensatlon
om $200 to $3,000 per

health insurance and 20-30 days
of paid annual leave after you
start. Helps you have a better
work-life balance (Requirements:

-from -Home Scam

Sophia or Jennifer?

BambooHR?

$200 to $3000 per day?

WhatsApp or Telegram?

Tina?

Proprietary & Confidential. © 2026 SHAZAM, Inc. Information is of general applicability and current as of date of presentatio



Google Search VWork -from -Home Scam

BambooHR 0 =
https://www.bamboohr.com O\ bambOOhr scam Y .
BambooHR

AlMode All News Images Videos Short vid
BambooHR is the complete HR platform that brings all -
your employee, payroll, time, and benefit information

together in one place, giving you the data accuracy, ... * Al Overview 3 +2
Login Page for BambooHR ... > There's no indication that BambooHR itself is
a scam. However, there have been reports
Careers > of recruitment scams impersonating
BambooHR, where individuals claim to be
Contact Us N hiring for BambooHR through unofficial
channels and request sensitive information
Pricing N or money. BambooHR explicitly states that

they do not use outside recruiting agencies
and would never ask for sensitive personal
information or money during the
recruitment process. @

Get a Demo >

Platform Overview >

EASHAZAM

Proprietary & Confidential. © 2026 SHAZAM, Inc. Information is of general applicability and current as of date of presentatio



Vishing

e EmEEE— S

EASHAZAM



Vishing: Financial Institution Impersonation

Female Posing as  FlI
Fraud

Has some transactions

Bogus transaction

Calls Fl as Client
>AEDZ XEABATF NDZA

EASHAZAM



Trending Social Engineering Attack Vectors

EASHAZAM



oclal Media Exam

< ICBReport N~

Business chat

You can only send 1 message until they accept your
request, reply to you, or follow you.

| X

/
ICIREPORTTIKION

IC3Report

@ic3_report
O following - 1056 followers

Follow

Today 12:02 PM

You opened this chat with IC3Report. Learn more
about business chats and your privacy

You viewed an ad before entering this chat. View ad

Thank you for contacting IC3.

If you've been scammed, we can
help you report it and start the
recovery process.

Please share your case details.

EASHAZAM

Proprietary & Confidential. © 2026 SHAZAM, Inc. Information is of general applicability and current as of date of presentatio



Investment Scams

oRomance : Crypto Investment
Opportunity

oUnexpected : Vishing, Smishing

EASHAZAM

n. 25



Romance / Investment Scam

Very Dangerous

Rl ef s=-eWw N
R=df =-werr Nr

*Photo search on internet:
https://images.google.com/

S H AZAM Proprietary & Confidential. © 2026 SHAZAM, Inc. Information is of general applicability and current as of date of presentatio
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https://images.google.com/

CASE STUDY

o Timeline

0 9:52am VCEO Emall
9:55am VTelephonic
Contact (17 minutes)

o0 Romance (Facebook)
0 3-month relationship
o Dr. Scott Tucker

EASHAZAM

Proprietary & Confidential. © 2026 SHAZAM, Inc. Information is of general applicability and current as of date of presentatio



CASE STUDY

o Wanted to wire $12,000
0 Reverse Image Look up

0 Loss to this point

$150,000

€) Facebook

EASHAZAM Dr. Alex Harrison

Proprietary & Confidential. © 2026 SHAZAM, Inc. Information is of general applicability and current as of date of presentatio



Red Flags

0 Unsolicited Investment Tips

0 Endorsement from Well -known
Investors

0 Pressure to Act Quickly

0 Promises of Guaranteed Price
Increases

EASHAZAM

Have you seen ads on
Facebook or Instagram
promising big money
through investing?

Be careful!

Here's how these scams work:

Clicking on Ads: You see an ad for stocks or
trading and click on it.

Fake Groups: You join a WhatsApp or social
media group where "experts" talk about investing.
They show fake success stories to trick you.

Fake Apps: They ask you to download fake
trading apps.

Fake Profits: These apps show fake high returns
to make you think you're earning lots of money.

No Withdrawals: When you try to withdraw your
money, you can't. The scammers disappear, and
your money is gone.

Proprietary & Confidential. © 2026 SHAZAM, Inc. Information is of general applicability and current as of date of presentatio




URL Look -Up

owww.\Whois.com

https://t-hf.com/
t-hf.com

Community

text/html

DETECTION DETAILS COMMUNITY

owww.Vvirustotal.com

Join our Community and enjoy additional community insights and crowdsourced detections, plus an APl key to automate checks.

Security vendors' analysis ()

BitDefender CRDF
CyRadar ESET
G-Data Netcraft

Seclookup SOCRadar

Sophos alphaMountain.ai @ Suspicious

EASHAZAM

Proprietary & Confidential. © 2026 SHAZAM, Inc. Information is of general applicability and current as of date of presentatio n.
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Staff Social Engineering
E—

EASHAZAM



Out -of -Office Responses
& Social Media

E—

EASHAZAM



Out -of -Office Emall Response Example #1

Thank you for your email.

uy KK Kk
conference from March
| will only be avallable on my personal CeII 515

your me Irgent, please contact my assistant (Nam
at(Emall address). Il respond to your emall as soon as
possible upon my return.

Best regards,

EASHAZAM

Proprietary & Confidential. © 2026 SHAZAM, Inc. Information is of general applicability and current as of date of presentatio



Out -of -Office Emall Response Example #2

Thank you for your email.

| am currently out of the office and w

(Date). During this time, | ’

emailf your matter is urgent, plé y assistant
w @ Il respond to your emall as soon as
pPOSSIble upon Ty feturn.

Best regards,

EASHAZAM
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Out -of -Office Emall Response Example #3

Thank you for your email.

| am currently out of the office and will return on (Date).
During this period, | will have limited access to emaill.

For urgent matters, please contact our support team

at support@yourcompany.com or call (General Phone
Number).

Best regards,

EASHAZAM

Proprietary & Confidential. © 2026 SHAZAM, Inc. Information is of general applicability and current as of date of presentatio



Soclal Media VOut -of-Office

Linked [}

T\ Out of Office Notice 'T“

Taking some well -deserved vacation time to relax and
ENOQt AeGi NS uyAA kN A=A" Rexe A =N
ready to reconnect! #relax #vacation

ury 8 vecAtiow!/AOAA d e

EASHAZAM
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Social Media VOut -of-Office & Posts

facebook

Meet our new guy that
started yesterday, he has no
idea about our security
protocol so act quick and you
may be able to exploit our
business



Vender / Client BEC/EAC

EASHAZAM

New Signer on Account

ACH / Routing Change

Proprietary & Confidential. © 2026 SHAZAM, Inc. Information is of general applicability and current as of date of presentatio



New Retall Account Openings
oRed Flags

AMinimum Amount

1551 B

ARequest instant issue debit card Sy

(If not, they will play the long
game)

ECONOMIC IMPACT PAYMENT
PRESIDENT DONALD TRUMP

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

wwsmogn  NO. 0000241204
CASHIER’'S CHECK o e e 7480192724
VOID after 180 days
11/08/19

*** TWO THOUSAND THREE HUNDRED SIXTY DOLLARS AND 00 CENTS *** $2,360.00

ACHECK EMPLOYMENT o ==

woooo 2w i 20

AT? AN XEcenx ! QOe? AA

EASHAZAM
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New Business Accounts

male_subjects.jpg (40.87 KB)

M sdaat U -
£ LTiiea Jbares,
farme o mvgee pemiey (i,
dowzesiie Ton '.'\‘dx_":n':'.!']:.
, {

et ami ey

21000 PM 21500 PM

EASHAZAM

Proprietary & Confidential. © 2026 SHAZAM, Inc. Information is of general applicability and current as of date of presentatio



New Business Account Openings

OK AR

a IV J|J‘k§e a’s Construction LLC

9

X

Mike’s Construction

EASHAZAM
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Checks

EASHAZAM



U.S. Treasury Check

EASHAZAM

e

=50 8 000,000,000
g l\ m‘dﬁmﬁmu Chesk No.

M0 4045 00000000
Ve TI . 01 00 24 20090900 KANSAS CITY,
e 4@ 000000000000 4045 00000000 1 20240000000000

cIry STATE e VOID AFTEN ONE YEAR

e o =

!F.{ i
bocy mﬂ nm:s TAX REFUND 30 .é\ (Jm mmf}:ﬂ‘l"*’z}' 1“@[)&‘

1200000065 381 000000000 OLOL 2L
- T e T

(UV HOLOGRAM, WATERMARK, & MICR
INCLUDED)

$500

PICK UP OR NEXT DAY SHIPPING

When Placing Order Please Make
Sure To Provide

— FULL CORRECT NAME
- FULL CORRECT ADDRESS
— CLEAR PHOTO OF ORIGINAL STIM

ONCE CONFIRMED & PRINTED THERES
NO REDO’S FOR FREE 11

2 Y1

i e RIS LA e LG T n L )
the ot O ‘
$**+00000*00
i
.

e B
,ﬁ. l

[o% '\ N1/

e

Vil e
N

|| $8500 Stimmy

P 0
£ 8% 2 & 07:43PM B
w g re— — - ¢ — ’1(\(':'5

.~
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Publishers Clearing House

HAWK TECHNICAL SERVICES, LLC KEY BANK NATIONAL ASSOCIATION 08794797
1030 VILLAGE SQUARE DRIVE

TOMBALL TX 77375 DATE: 06/24/2025
PAY TO THE

bl $ 5700

Nine Thousand Sven Hundred|Fourtyland 00/100 DOLLARS
ﬂk o Void After 90 Days

_/ti/;&éw

AUTHORIZED PAYMENT

memo __Approved payment

| woa29, 797« 25200879 NG
EASHAZAM

®
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